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Disclaimer

Mitsubishi Electric Australia Pty. Ltd. makes no representations or
warranties, either expressed or implied, with respect to the contents
hereof and specifically disclaims any warranties, merchantability or
fitness for any particular purpose. Further, Mitsubishi Electric Australia
reserves the right to revise this publication and to make changes from
time to time in the contents hereof without obligation to notify any person
of such revision or changes.

Diamond Digital is a registered trademark of Mitsubishi Electric Australia Pty. Ltd.
Microsoft and Windows are registered trademarks of Microsoft Corporation.
All other trademarks remain the property of their respective owners.

Reference Information

For future reference, write the following information about your product
in the space below.  The serial number is found on the back of the
product or on the bottom of its stand.

Product Information
Product Marne: A111 Wireless Card Adaptor

Serial Mumber:

Date of Purchase:

Dealer Information

Dealer:

Telephone
Murnber:

Address:
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Chapter 2 - Installation

System Requirements

To begin using the A111 Wireless Card Adaptor, you must have the
following minimum requirements:

*  Windows 2000 or XP

» Standard PCMCIA Slot Type Il

*  128MB system memory or larger

*  300MHz processor or higher
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Installation Procedures

Important: Install the A111 WLAN Card utilities before inserting the
A111 card into your computer.

Follow these two easy steps before using the A111 card.
1. Install the A111 WLAN Card Utilities/Driver from the support CD.

2. Insert the A111 card into your computer.
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Chapter 2 - Installation

Installing the A1 utilities and driver

Follow these instructions to install the A111 card utilities and driver.
Insert the support CD and an autorun menu will appear. If your autorun
is disabled, double click SETUP.EXE in the root directory of the support
CD.

InstallShield Wizard 3]

<> DiamondDigital

Welcome to the InstallShield Wizard for A111
Wireless LAN Card Utilities/Driver
A111
WIRELESS CARD ADAPTOR
The InstalShield® Wizard wil install A111 Wireless LAN
Card Uiites/ Diver on your compuer. To continue, click
U Install A111 WLAN Gard Utilities/Driver Nest.
"
= ~
. P o

* Uninstall A111 WLAN Gard Utilities/Driver

) Read/Install User Documentation
) Explore this CD

") Browse our Web Site

" Cancel
1. ClickInstall A111 WLAN Card Utilities/Driver. 2. Click Next on the Welcome screen.

InstaliShield Wizard InstaliShield Wizard
Choose Destination Location w ‘ Select Program Folder L ‘
Select folder where Setup vill st les Please select aprogram folde,

Setup vl install 4111 Wireless LAN Card Utilties Diiver in the folloing folder. Setup will add progiam icons ta the Program Folder lsted below. ‘Youmay type a new folder
name, or select one fiom the xisting folders ist. Click Next to continue.
Ta installto this folder, click Next, To instal to a diferent folder, click Browse and select

anather folder. PBrogiam Folders:

Destination Flder
IBM DLA
4. \Diamond Digital&111 Wieless LN Card Browse oM Resorcon v

<Back Cancel <Back Cancel

3. Click Next to use the default Destination Folder 4. Click Next to place icons in the default pro-
or click Browse to select another folder. gram folder or type another folder name.

InstallShield Wizard

. InstallShield Wizard Complete

The InstalS hield Wizard has sucoessfuly installed A111
“wireless LAN Card Utiies/Diiver. Before you can use the
program, you must restart your computer.

& e, T want to restart my computer now
 No, | willrestart my computer et

Femove any disks from their dives. and then click Firish to
complete sehup.

5. When Setup is complete, click Finish to exit
the installation wizard and restart Windows.

A111 Wireless Card Adaptor
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Chapter 2 - Installation

Wireless Option

Windows supports B2 11b/g wieless netwarking with the Wireless Zero Configuration
service, Select the following operatians sbout how to configure the WLAN Car

" Ol use Windows wireless function

& Only use Diamond Digital WLAN wtities and dissble Windows wireless function

6. Windows XP users: When the program is
launched for the first time (during Windows
restart), you will be asked which function
to use. Choose the Diamond Digital WLAN
utlities to access the functions listed in
Chapter 3.

. Carefully insert the A111 card into your
computer’s PC card slot. Windows will au-
tomatically find and configure the WLAN
card using the drivers installed in the previ-
ous steps.

Configuring the WLAN utility

After installing the A111 WLAN Card Utilities, you will need
to make some settings before being able to use your wireless

connection. Double-click the WLAN Control Center icon t0 s

start the utility.

'@' Activake Corfiguration 4
‘ﬁ? Mobile Manager

& Site Monitor
@ Help 4
A% Change Made

+ Preferences
? about Control Center

X Exit Control Center

1. Right-click the WLAN icon and select
Wireless Settings

WLAN Card Settings 3]

% Basic | Encypton | SoftaP |

Stalus Network Type
Qd & Infrastucture  AdHoo
%”’iﬂ Network Name [5510)
Survey Chatrrel
9 Auto =
e DataRate
Link State
<0 Fullp uto =
P5 Mode
Saye as profile. ’ﬁ
o oy Others
A Encoolon  Advanced  Timubleshooting
X Cancel
? Hep

. Set the Network Name (SSID) to the same

name as the SSID set in your wireless ac-
cess point.
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Chapter 2 - Installation

Site Survey }
Availsble Netwarks

S5ID [ cH [ R5sI [ Encryption [ BSSID |
IR0 Wieless.. 1 72 OfF 0011:2F.07.BEF5

Link Stale

SRl Nurber of knowin wieless networkls): 1

 teoly
4 o
X Cancel Search
? Heb

WLAN Card Settings 3]

Basic  Eneppton | Goftap |

@

Network &uthentication Shared i

WEF -

\wireless Network Key (WEF)

KepLength: 128 bits 26 digits) -

 Manual Assignment

a:b

Data encryption

g

Kep Eormat:

wiw

About
Link State
<0
3 & & Automatic Generation
Passphrase: [password
Select one as your Default Key =» Kol =]
X Cancel
7 Hep

3. Use Site Survey if you don’t know the name
of your access point(s).

WLAN Card Settings 3]

Status | Connection | IP Corfin |

yles

&
d [0013] A111 Wireless LAN Card

a‘b

Config Association State Connected - 00:1:2F.07.BE:F5
% ssiD R100 Wircless Baleway
Survey MAL adess 00.0CBE:BD:F2:34
w Curtert Chatel 1
About Current Data Rate 48Mbps
Link Staie Radin State: Radio On Disable Radio

Scan again for available wirsless netirks and
B =scan) connect the ons that has the best signal level.
Save as piofie Toconnect to one wireless network. vour
J Al Change 55|10 WLAN Card and wireless network must specify
Spply the same SSID.

9 ok Semcht Comect | VoW the wieless networks that are witin range
X Cancel = of this computer

4. Encryption settings must also match those
set in the access point. Ask your network
administrator about the settings if neces-
sary. Click Apply to save your settings

WLAN Card Settings 3]

Status [ Canmection 1P Corfig |

w

Thioughput [bytesdser)

Status
& Transmitted o Feceived B85
Corfig

Transmitted o FReceived 1

Connection Qusity

!
Survey Signal Strengh | . Fai (47%)

Link Qualty [ . Exellent (83%)
oot
Link Stale 100
a0 &
B0,
0
Sawe as profile

+ Apply

Aok

X Corcel
Cancel

? Hep

? Hep

[$)]

. Check the Status page to see the
Association State. It should show
“Connected - XX:XXXXXXXXXX".

6. You can also see the connection quality on

the Connection page. Click OK to exit the
utility.

A111 Wireless Card Adaptor
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Chapter 2 - Installation

Soft AP (Windows XP Only)

Soft AP mode allows the A111 card to act as a virtual access point. The
computer needs to be connected to awired network using an Ethemet connection
in order to provide network access to WLAN clients.

WLAN Card Settings 3]

Qi Basic | Encryption S 4F |
Soft 4P / STA Mode:

( Station Mode (¥ Soft 4P Mode

=L AT Wirokess LAN Card
ko) 4 Iniemet
Survey |
=

= .
About r Fargrs Home Network

Available Network Connections Please drag and drop to setup
Savessprofle | g [Intemet Cornection

s Local Area Connection (keI PRO/1OL G
il Offies{MEA) [Agere Systems AC'S7 Mode: I Bt enabled., you wil be
3 ok prompted to setup network
wireless Netriork Connection [Cisco 99! biidge
X Cancel
2 ek

WLAN Card Settings 3

Q! Basic | Encyption S0t |
Soft 4P /ST Mode

(" Station Mode:  Soft AP Mode

I% AT11 Witelass LAN Card

Home Network

Y)d Irtemet

About [~ Enable Fireval
Link State

Awalable Network Connestions FLeesn dEgEminpmey
Save as profile IS (s
TificeiME ) (Bgere Susterms AC 37 Mod Shagin)

e
o oy i W EsRRese [ea sl 1105 i not enabled. you vl be
ok prompted to setup network
X Cancel bridge.
7 Heb

-

. Select Soft AP Mode

®

WLAN Card Settings

% Basic | Encyption SehAP |

Soft AP / 5TA Made

Status
&  Station Modk = SoltAEMode

Corfia =2 A1 Wieless LAN Card
he) i Internet

Tocal Area Corneciion it I
=]

=

8 7 Available Network Connections \P:‘ZE?S ity
ety ||| DECMEEEEEEES oy ]
o TificaMEA] [Agars & ysters AL 57 Madg 5) [ S

G @_

[ Enable]Cs

[~ Enable Firewall Home Netwark.

ol
- WWireless Netork Connection (Cisca 5561 ‘f ‘ES i not enabled. you will be
3 ok prompted to setup network
X Cancel bidge.
P Hep

3. Enable ICS* and Firewall if desired. Refer to
Windows help for information on “Internet
Connection Sharing”.

2. Drag and drop a wired network connection
next to the globe icon.

? Wireless Settings

@ Help L4

[ .{é Change Mode ]

¥ Preferences
? about Control Center

X Exit Control Center

4. You can easily switch between Soft AP and
Station mode by right clicking the taskbar
icon and selecting A-S Change Mode.

*ICS is used to share this computer’s Internet connection with the rest of the computers on your
network. When this computer is connected to the Internet, communication to and from the Inter-
net to all the computers on your network are sent through this computer, called the host com-
puter. Other computers can send and receive email and access the Web as if it were connected

directly to the Internet.

A111 Wireless Card Adaptor
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Soft AP Access Control and WDS

Soft AP mode allows for Access Control and WDS configuration.

Access Control

The AP provides facilities to limit the wireless clients that associate with itand
the data packets that can forward through it. Filters provide network security
orimprove performance by eliminating broadcast/multicast packets from the
radio network.

The Access Control List (ACL) contains MAC addresses for wireless clients
allowed to associate with the AP. This provides security by preventing
unauthorized access. The AP also uses a disallowed address list of destinations.
This feature prevents the AP from communicating with specified destinations.
This can include network devices that do not require communication with the
AP orits wireless clients.

Network Range Extension

For multiple WLAN connections, the AP incorporates the powerful WDS
(Wireless Distribution System). WDS allows direct connection, repeating, or
bridging between multiple WLANSs through wireless communications instead
of wired connectivity. This way you can extend the coverage of your network
without having to use cables to link the Access Points. With this advanced
technology, MIS professionals can establish multiple WLANS for optimal signal
reception without wasting cost and time in laying down long winding cables.

Access Control and WDS Settings

WLAN Card Settings X

w
%
7
N

Soit AP/ 5TA Mode:
(" Station Mode.

1hg

 Soft AP Mode

e ATT1 Wireless LAN Card
It
Cocalfiea Cornacton (i NI
=)

[¢ Enable|C5

o

EV &dﬁ

E

[~ Enable Erewal

o:

Available Network Corections
Wireless Network Conmecti
OfficefMEA) (Agere

4

ystems AC'S7 Mods I led, you vil
prompted to selup network
bridge.

&8
=N

X
o

A

Clicking Apply after configuring Soft AP will
give two extra tabs - Access Control and WDS.

A111 Wireless Card Adaptor
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Chapter 2 - Installation

IMPORTANT: Before setting up a WDS network, make sure all APs
have the same Channel and WEP encryption settings.

WLAN Card Settings X WLAN Card Settings ®
% Basic | Encyption | SoltAF Access Corira | wos | Ca Basic | Enciyption | Sot AP | Access Conirol WOS |
Stetus The Access ConirolList provides the MA acdresses of wickese Statue e o
R chnnts slowsed ot ok skowed to acsociate vith the Soft %
I | (= folaveng soting
Coni Acosss Contol Bolcy Conlig Chavel and WEP
o) Access Contol L ©
d d % DS ensbisa
Suvey 00042346853 Survey WDS AF Lt
o = = [oooezzsesaF
c (@] About About
p Deleje A1 e [Macacdess |
= Link Stale Link State 0004234665F
o B 0
T -
-
@3
=
Q ook V' ooy
=X n A o E
X Cancal X Concel
? Hep ? Hep

Enter a MAC Address on the Access Control Enter a MAC Address on the WDS page and

page and select Accept or Reject or Disable. click Add, then select WDS enabled or uncheck
to disable this function.
Note: Both the Access Control and WDS WLAN Card Settings
functions require MAC addresses using 12 Q s e 2 hesecil s
hexidecimal numbers. i
a Status | Connection [Assaciatan Ta% | Event Log | a Status | Connecton | Associston Tadke (EVeni Log |
Stalus VTR TaD [ Powet Saving Mode S Event Tme [ Message ]
gj 00:04-23-46-85.3F 1 Yes ”"d 2M04/02/131454.06 STA 00:04.-23-46-85.3F associaled
Config Conlg
©
Y |
Survey Sv'i:v
= =
About About
LmI:DSIJe mﬁ‘z
Mok o
X Em:d X Concel Clear Log
7 Hep 9 Lep

Soft AP Mode will also provide two extra tabs The Event Log tracks messages associated
on the Status pages - Association Table and with the Soft AP.

Event Log. The Association Table shows clients

that are currently connected to the Soft AP.

IMPORTANT: If the end points of a chain are connected to each other
a loop is created. Normally it is advised to avoid loops involving
bridges as it can lead to performance breakdowns and broadcast
or multicast storms.

10 A111 Wireless Card Adaptor



Chapter 2 - Installation

Reading the A111 Status Indicators

The part of the A111 card that protrudes out of the PCMCIA socket
consists of two LEDs that indicate the status of the A111 .

~ &

LNK —| | R
Q x

ACT = S ‘:_:
S ©g

LNK (Link) LED
OFF: No power, error, or not connected to a wireless AP or Router.

ON: Lights when connected to a wireless Access Point or Router.

ACT (Activity) LED
OFF:  No wireless activity.
Blink:  Transmitting or receiving wireless data.

A111 Wireless Card Adaptor 1
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Chapter 3 - Reference

3. Software Reference

Chapter Overview

The A111 Card software includes several utilities:

+ A111 Control Center — Makes it easy to launch applications and
activate network location settings.

* Wireless Settings — Allows users to configure the A111 Card.

Additional Reference

*  Windows XP Wireless Properties - Brief overview of the wireless
settings provided in Windows XP.

12
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Chapter 3 - Reference

Windows XP Wireless Options

The wireless option shown below is only available for Windows XP.
The first time you run the Control Center utility, it will automatically
show. Select one of the radio buttons to decide which interface to
use with your WLAN Card.

Only use XP wireless function — Only use “Windows XP” wireless
network settings to configure the A111 card.

Only use Diamond Digital utilities and disable XP wireless function
— Only use “A111 Card utilities” to configure the A111 card.
(recommended)

Wireless Option ]

‘Windows supparts 802.11b/g wircless netwarking with the Wireless Zero Configuration
service, Select the following operations about how to configure the WLAN Card.

" Only uze Windows wireless function

(]
Q
c
o D
= @
gw
5%
£ 5
O3
b =
o)
n

& Only uge Diamond Digital WA utilies and disable ‘Windows wirsless function

You can return to the Wireless Option setting at any time by left
clicking the control center icon and choosing Wireless Option.

W Wireless Radio On
‘Wireless Radio OFf

O\ Search & Connect

‘Wireless Option m

A111 Wireless Card Adaptor 13



Chapter 3 - Reference

A111 Control Center

Control Center is an application that makes it easy to launch
applications and activate network location settings. Control Center
starts automatically when the system boots. Whenever Control Center
is running, you will see a Control Center icon displayed on the Windows
taskbar.

Starting the Control Center manually

* Access the A111 Wireless LAN Card folder in the
Programs area of the Windows Start menu.

or

* Double click the A111 Control Center icon on the
desktop.

Using the Control Center Taskbar
The Control Center Taskbar menu display the following information:

» The link quality of the A111 card (Excellent, Good, Fair, Poor,
Not Linked)

*  Whether the A111 card is connected to the Internet (Blue:
Connected, Gray: Not Connected)

¢ 193deyo
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Wireless Connection: R100 Wireless Gateway
Lo 0L % U 541 PM

Taskbar Icon and Status

14 A111 Wireless Card Adaptor



Chapter 3 - Reference

Wireless Status Icons (on the taskbar)

_[E Excellent link quality and connected to Internet (Infrastructure)
D@ . .

== Good link quality and connected to Internet (Infrastructure)
D@

-—  Fair link quality and connected to Internet (Infrastructure)
Poor link quality and connected to Internet (Infrastructure)

Not linked but connected to Internet (Infrastructure)

O
&

t

Excellent link quality but not connected to Internet (Infrastructure)
" Good link quality but not connected to Internet (Infrastructure)

* Fair link quality but not connected to Internet (Infrastructure)

S
9
© c
- O
%0
‘“o
5 E
00
(&)

Poor link quality but not connected to Internet (Infrastructure)

_LQ ‘LD :LD :LD

. Not linked and not connected to Internet (Infrastructure)

A111 Wireless Card Adaptor 15
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Chapter 3 - Reference

Taskbar Icon - Right Menu
Right-clicking the taskbar icon shows the following menu items:

Wireless Settings — Launches Wireless Settings application.
Activate Configuration — Allows you to set which profile to use.
Mobile Manager — Launches Mobile Manager application.

Site Monitor — Launches the Site Monitor application.

Change Mode (Windows XP Only) - Configures your card in Station
(STA) or Soft Access Point (Soft AP) mode. In STAmode, your card
connects to an access point to access a wireless network or the Internet.

In Soft AP mode, your card transmits and receives signals to and from
other WiFi devices in a wireless network.

Preferences — Customises the way the Control Center program
behaves. You can create a Control Center shortcut on the desk-
top. You can also set whether Control Center starts up with Win-
dows.

Exit — Closes the Control Center program.

Taskbar Icon - Left Menu

Left-clicking the taskbar icon shows| , wireless Radio on
the following menu: Wireless Radio OFf

+  Wireless Radio On — Turns|Q, search connect

the wireless radio ON. Wireless Option
* Wireless Radio Off — Turns A
the wireless radio OFF.

» Search & Connect — View the properties of available Access
Points within range.

*  Wireless Option (Windows XP only) — Sets your Windows XP
wireless networking environment.

Taskbar Icon - Launch Wireless Settings D ,&
Double-clicking the taskbar icon: 1 i

» Launches the Wireless Settings application. "L L

16
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Wireless Settings Utility

Wireless Settings is an application that allows you to control your A111
card. Use Wireless Settings to view or modify the configuration settings
and monitor the operational status of your card adaptor. Once Wireless
Settings is launched, you can see the tabbed property sheet. This
property sheet is composed of tabbed “pages”, each with its own group
of feature-specific settings.

Starting Wireless Settings

* Open the Windows Control Panel, and then double-click the
WLAN Card Settings icon.
or

* Click the Windows Start button, select Programs | A111 Wireless
LAN Card | Wireless Settings.

or

* Right-click the Control Center icon on the Windows taskbar and
select Wireless Settings.

»
o
c

© E
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<
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Note: If you have more than one WLAN device, you will be given a
device selection window when you launch the Wireless Settings utility.
Select the appropriate model if you face this situation.

Status - Status Tab

You can view the information about the A111 card from this menu.
These fields are blank if the card does not exist. You can turn OFF the
A111 by clicking the Disable Radio button.

WLAN Card Settings X WLAN Card Settings 3]
QI Status | Connection | IF Canfig | % Status | Conneciion | IF Config|
Slatus @ Status
& O AT wiless Lt & @ [0013] 4111 Witeless LAN Card
Config Associalion State Connected - 00:11:2F.07.BEF5 Config Association State Nat assaciated
% S5 F100Wicless Giateway % ssip:
Survey MAC addiess 00.0C:6E:BD F2:34 Survey MAC addrese 00.0CEBDF234
B Curtent Channel 1 D Current Channel
About Curent Data Riale 45 Hbps About Curent Data Rate
Witk SE‘E Radio State: Radio On Disable Radio i St Fadio State: Radio Off { Enabl Fadio |
Scan again for available wireless networks and can again for available wireless networks anc
< 5 or avaiatle wick ks and
Rescan connect the one that has the best sianal level Bescan connect the one that has the best sign level
Sae =< profie Ta connect to ane wieless netwark, your Saye as profie —— Ta conmiect o cne wieless netwark, pour
v Change SSID WLAN Card and wireless network must specify ange 5511 WLAN Card and wireless network must specify
Apoly the same 551D, the same 551D
3 o Soomch 1 Comect | Viet e rircless ks thetare i range 99 ok Goch b Conneat | Ve the ireless netuarks thet are ithin range
X Cancel = of this computer X Cancel g of this computer.
7 Hep P Hep
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Chapter 3 - Reference

Association State
Displays the connection status as follows:

Connected - The station is now associated with one wireless LAN device.
When operating in Infrastructure mode, this field shows the MAC address of
the Access Point with which you are communicating. When operating in Ad
Hoc" mode, this field shows the virtual MAC address used by computers
participating in the Ad Hoc™ network.

Scanning... - The station is now attempting to authenticate and associate with
the desired Access Point orAd Hoc' node.

Disconnected - The link is connected, but no beacon received.

SSID

Displays the Service Set Identifier (SSID) that the card is either associated
to or intending to join.

MAC address

Indicates the hardware address of the card. AMAC address is a unique
identifier for networking devices (typically written as twelve hexadecimal
digits 0 through 9 and A through F, six hexadecimal numbers separated
by colons, i.e. 00:E0:18:F0:05:CO0).

Current Channel

Displays the radio channel that the card is currently tuned to. This number
changes as the radio scans the available channels.

Current Data Rate
Displays the current transmit data rate in Megabits per second (Mbps).

"See Chapter 5 - Glossary

18
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Radio State
Shows if the wireless radioisonoroff. .

oooooo

Radio On - When the wireless radio is turned on, the following O
icon appears in the upper left of the Settings property page. al

Radio Off - When the wireless radio is turned off, the following O
icon appears in the upper left of the Settings property page. —

Rescan — Force the radio to rescan all available channels. If your link
quality or signal strength is poor, rescanning can be used to push the
radio off a weak Access Point and search for a better link with another
Access Point. This function will take some time to complete.

Change SSID - Click on this to set the SSID.

Search & Connect — Click on this to connect to an available network.

Save as Profile

Later, when you make individual settings, you may want to use profiles
to save your settings. Profiles will help you combine all your settings
for work, home, roaming, and other locations so that you do not have
to repeat individual settings. When you travel from work to home, for
example, choose a “home” profile that contains all your settings for
home use. When you travel back to work, choose an “office” profile.

»
o
c

©F

= O

%w

<

Scu

=

Save Profile

‘You can save the following wireless settings to the one WLAN
configuration profile or choose New to create configuration profile.

Configuration Name: default bt

Activate Configuration

Auto roaming is enabled by default and will automatically switch to
stronger access points. You can uncheck it if you have many access
points and do not want to constantly switch to different networks. If
you want to use a particular profile, you can also check it here.

A111 Wireless Card Adaptor 19
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Chapter 3 - Reference

Status - Connection Tab

You can view the current link statistics about the A111 card. These
statistics are updated once per second and are valid only if the A111
card exists.

WLAN Gard Settings 3]

f=¢ Status {Earmestion ] P Config |
= ; ! o
Thrcughput (byes/sec]
Transmitied: [0 Received: | 606

Fair [47%)

Link Qualty e Excellent (33%)
veral

Scanning

Frame Sent/Received
Transmitted - The number of frames that were transmitted.

Received - The number of frames that were received.

Frame Error
Transmitted - The number of frames that were not successfully transmitted.

Received - The number of frames that were not successfully received.

Connection Quality

Signal Strength - Reflects the signal level related to the Access Point
or Ad Hoc node the station is currently connected to. Ratings are:
Excellent, Good, Fair, and Poor.

Overall Connection Quality

This is derived from the current Signal Strength. A graph displays a
connection quality range between 0 and 100 percent.

20
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Status - IP Config Tab

The IP Config tab shows all the current network configuration information
for the A111 card. Use it to verify your network settings.

IP Config will display all the current TCP/IP configuration values
including the IP address, subnet mask, default gateway and Windows
Internet Naming Service (WINS) and DNS configuration.

% Status | Connection 1P Config I
Host Information
Status Host Name MEAODI24
?d DMS Servers
Node Type Hubrid
Canlig MetBIDS Scope 1D
% IP Routing Enable
NetfI035 Resolution Lises DNS (2]
Survey WINS Prosy Enable ?
‘} Ethernet Adapter Information s
Fhysicalsddiess 00-0C-6E-BD-F2-34 -
aboll P Address 192168.01 5 $
Link Stats Subnet Mask 265.265.255.0 -
(=13} Default Gateway % 7]
DHCP Server 285,255, 255,255 = 3
Frimary W/IMS Server 0.0.00 (&) °
Save as profile Secondary WINS Server onnn -
Lease Obtained
4 o Lease Expires ;
X Cancel ‘ !T|
7 Hep

Button

IP Release - Clicking this button will attempt to release the DHCP IP
address for the A111 card in case you wish to remove your IP address.

IP Renew - Clicking this button will attempt to renew the DHCP IP
address for the A111 card in case you want to obtain a new IP address.

NOTE: The IP Release and IP Renew buttons can only be used on an
A111 card adaptor that is configured with DHCP.

A111 Wireless Card Adaptor 21
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Chapter 3 - Reference

Config - Basic Tab

Lets you change the A111 card configurations without rebooting your
compulter.

WLAN Card Settings 3

S IAg T

w
£
i

£

=
o
g

=

Link State:

<0

Basic wEnr_ryptlunl SultAPI
Metwork Type
# |nfragtiucture

MNetwork Name [SS10)

 AdHoo

Channel

‘Aulo

Data Rate

[ Fully &uto

PS Mode
Saye as profile ‘ J

o Loy
ol ok
X Cancel

? Help

Network Type

Infrastructure — Select the Infrastructure mode to establish a connection
with an Access Point. Your computer is able to access wireless LAN
and wired LAN (Ethernet), via an associated access point. The Channel
field turns to Auto when Infrastructure is selected.

Others

Encryption Advanced Troubleshooting

Ad Hoc — Select the Ad Hoc mode to communicate directly with other
wireless cards or adaptors without using an Access Point. An Ad Hoc
network is typically formed quickly and easily without pre-planning. For
example, share meeting notes between networked computers in a meeting
room.

Network Name (SSID)

Use the SSID field to configure the SSID for the A111 card. You can
enter a new SSID or select one from the drop-down list box. SSID
stands for Service Set Identifier, which is a string used to identify a
wireless LAN. You will only be able to connect Access Points which
has the same SSID as the one you set. Use different SSIDs to segment
the wireless LAN and increase security. SSIDs must all be printable
characters and have a maximum of 32 case sensitive characters, such
as Wireless LAN.

NOTE: Set the SSID to a null string, if you wish to allow your station
to connect to any Access Point it can find. You cannot use null string
in Ad Hoc mode.
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Channel

Use the Channel field to select the radio channel for A111 card. In an
infrastructure network, your A111 will automatically select the correct
frequency channel required to communicate with an Access Point, this
parameter will be fixed in Auto and cannot be changed. In an Ad Hoc
network, you can decide the channel number for the A111 card. Any
WLAN card can communicate in the same network if they have the same
frequency channel setting.

Data Rate

Select the transmit data rate (fixed or auto). The data rates supported for
the WLAN Cards are:

Auto — The adapter will adjust to the most suitable transmission rate.

Fix —-11g: Fix datarate to 1, 2, 5.5, 6, 9, 11, 12, 18, 24, 36, 48, or 54
Mbps.

11b: Fix data rate to 1, 2, 5.5, or 11 Megabits per second.

Others
Encryption — Click on this to show the Encryption tab.

Advanced — Click on this to show the Advanced tab. In most cases,
the default values do not have to be changed.

Troubleshooting — Click on this to show the Troubleshooting utility.

Click on Apply to save and activate the new configuration.

A111 Wireless Card Adaptor
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Config - Encryption Tab

Lets you configure the A111 card encryption settings. For data
confidentiality in a wireless environment, IEEE 802.11 specifies a Wired
Equivalent Privacy (WEP) algorithm to offer transmission privacy similar
to a wired network.WEP uses keys to encrypt transmit data packets
and decrypt received data packets. The encryption process can scramble
frame bits to avoid disclosure to others.

WLAN Card Settings

% Basic Encryption } Solt 4P |
Status Network Authenticat Shared =
&
S | Data enciypt
Config
[} “wireless Network Key [WEP)
Survey Key Eomat
9 Kep Length: 128 bits (26 digits] |
~
s Manud Assignment
Link State
<0
Save as prcfile @ Automatic Generation
 tonly Passphiase: [pasewad
# o Select one as your Defaul Key = Key1 =
X Cancel
P Help

Data encryption (WEP enabled)

This option allows you to enable or disable the Wired Equivalent Privacy
(WEP) function. If this option is enabled, a WEP key is used to encrypt
your data before it is transmitted over the air.

If you enable WEP encryption, you will only be able to communicate with
wireless devices that have the same WEP keys.

Wireless Network Key

This option is available only if you enable WEP Encryption. The WEP
Key is either a 64-bit (10 digit) or 128-bit (26 digit) hexadecimal code and
is used to encrypt transmit data packets and decrypt received data
packets.

Key Format

You can enter the WEP Key either in hexadecimal digits (0~9, a~f, and
A~F), or as ASCII characters, based on the state of the Key Format.

24
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Key Length

For 64-bit encryption, each Key contains exactly 10 hex digits, or 5
ASCII characters. For 128-bit encryption, each Key contains exactly 26
hex digits, or 13 ASCII characters.

Two ways to assign WEP keys

1. Manual Assignment - When you click this button, the cursor
appears in the field for Key 1. For 64-bit encryption, you are
required to enter four WEP Keys. Each Key contains exactly 10
hex digits (0~9, a~f, and A~F). For 128-bit encryption, you are
required to enter four WEP Keys. Each Key contains exactly 26
hex digits (0~9, a~f, and A~F).

2. Automatic Generation - Type a combination of up to 64 letters,
numbers, or symbols in the Passphrase column, then the Wireless
Settings Utility uses an algorithm to generate four WEP Keys for
encryption.

NOTE: This function saves users from having to remember their
passwords and is compatible with existing WLAN utilities, but is not
very secure. "Manual Assignment" is more secure.

Default Key

The Default Key field lets you specify which of the four encryption keys
you use to transmit data on your wireless LAN. You can change the
default key by clicking on the down arrow at the right of this field, selecting
the number of the key you want to use and then clicking the Apply button.
As long as the Access Point or station with which you are communicating
has the same key in the same position, you can use any of the keys as
the default.

You then click the Apply button to create your encryption keys. After you
click the Apply button, the Wireless Settings Utility uses asterisks to
mask your keys.

NOTE: Click the Apply or OK button to save the encryption set-
tings. The keys you entered will be masked by asterisks.

A111 Wireless Card Adaptor
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64/128-bit versus 40/104-bit

You may be confused about enabling WEP encryption, especially
when using multiple wireless LAN products from different vendors.
There are two levels of WEP Encryption: 64-bit and 128-bit.

Firstly, 64-bit WEP and 40-bit WEP are the same encryption method
and can interoperate in the wireless network. This lower level of WEP
encryption uses a 40-bit (10 Hex character) as a “secret key” (set by
the user), and a 24-bit “Initialisation Vector” (not under user control).
Together this makes 64 bits (40 + 24). Some vendors refer to this level
of WEP as 40-bit and others refer to this as 64-bit. Our WLAN products
use the term 64-bit when referring to this lower level of encryption.

Secondly, 104-bit WEP and 128-bit WEP are the same encryption
method and can interoperate in the wireless network. This higher level
of WEP encryption uses a 104-bit (26 Hex character) as a “secret
key” (set by user), and a 24-bit “Initialisation Vector” (not under user
control). This together makes 128 bits (104 + 24). Some vendors refer
to this level of WEP as 104-bit and others refer to this as 128-bit. Our
WLAN products use the term 128-bit when referring to this higher
level of encryption.

Click on Apply to save and activate the new configuration.

26

A111 Wireless Card Adaptor



Chapter 3 - Reference

Survey - Site Survey Tab

Use the Site Survey tab to view statistics on the wireless networks
available to the A111 Card. The Site Survey tab is read-only with no
user configurable data fields. Use the Site Survey tab to view the
following network parameters.

+ BSSID - The IEEE MAC addresses of the available networks.

» SSID-The SSID (service set identification) within available networks.
* CH-The direct-sequence channel used by each network.

* RSSI-The Received Signal Strength Indication (RSSI) in dB.

* Encryption — Wireless network WEP encryption information, the
value is either OFF (encryption disabled) or ON (encryption enabled).

] some Access Points

d site Survey | can disable broadcast-
Status Availadle Networks ing SSID to hide them-
& 5510 [ cH [ Rssi | Encryption | BSSID | “Qs: _
d Flrin0wieless. 1 72 OF 00-11:2F-07-BE F& selves fror'n Site §ur
Config vey” or “Site Monitor”
% for added security but
Survey still allow you to join if
(B> you know their SSID.
About

Link State

<0

Save as profile Mumber of known wireless network(s); 1

o Spply

4 ok

x LCancel ﬂé

? Help

Buttons

Search — Scan all available wireless networks and show the scan
result in the Available Network List.

Connect — To associate a network, select it from the Available
Network List and click this button.

A111 Wireless Card Adaptor
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About - Version Info Tab

Uses the Version Info tab to view program and A111 card version
information. The program version information field includes the Copyright
and utility version. The version information includes the NDIS version,
driver name, and driver version.

WILAN Card Settings X

QI Version Irfo |
Status
N = wireless Settings
d 1
Config Copyright [C] 2004, &1l Rights Reserved
% Yersion 1.9.9.6
“ersion Information
Surven
Ndis Version 50
Ahout Driver: CAWINDOWE Systern I DEIVERMNET2500 59
Link State
d D Crriver Yersion 2240

Save as profile
" Apply
] ok
x LCancel

7 Help

This screen is an example only. Your version
numbers will be different from what are shown here.
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Link State

The Link State icon appears on the left side of the 1

WLAN Card Settings. Use the icon to view the d

current signal status. Status
4

2 [1 Excellent Link Quality (Infrastructure) (= |

<20 Good Link Quality (Infrastructure)

<2 E Fair Link Quality (Infrastructure)

3 [1 Poor Link Quality (Infrastructure) Tk State *
|
<0 Not linked (Infrastructure) 8 g
4 Q ,
Save as profile P 3
" Apply ©%9
3 ok S
X Cancel
? Help
Exit Wireless Settings
To exit Wireless Settings, you can click OK or Cancel. L
This utility may be closed at any time and from any tab. ' Apoly
If you did not save the configuration settings, you will
be prompted to do so. X Carcel

? Help
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AdHoc

The A111 card adaptor when set to Ad Hoc mode can connect to other
wireless device(s) in a wireless network called an Ad Hoc network. To
connect the A111 card to another wireless device:

1. Launch the Wireless Settings util- [ ®
. . . (= ite Survey
ity by double-clicking the Con- | & "™~
trol Center icon in the Windows® | ¢4
Coanfie
taskbar. bdf
2. Click the Survey button to scan »
available wireless device(s) within | ..
Link State
the A111 card’s range. Select | "¢
the the wireless device you
(7)) . BADCHRRD Mumber of known niteless networkls): 2
o wish to connect. e
g o x Ea_m‘ Search Connect
? Help
!_D‘ 5 ? Hel
oo
X2
o 3
2 w WLAN Card Settings X WLAN Card Settings 3]
(1]
=} % Basic | Encypion | Authentcation | SoftaF | % Basc Encoion | SoftaP |
8 o REERIEED y MNetwork Authenticalion [shaed =]
éd " Infrastructure & AdHoc é?d b e WEP 5
Coniig Netwark Name (3510) (Beiiy —
[AdHoc -l o Wirslss Network Key (WEF]
Survey - Survey Key Fomat: Hexadesimal digits -
By ——— 3 B T £
posn - Abodt  Manual Assignment
Lirk State Link State
T — <0
&
Sage%pmh\e = M’mﬁ aaxe§pmrne * Automatic Generation
Others o doply Passphrase: [passwod
4 ok Famrim  Afmsd  TEdsfEm ;ﬂ oK Select one 2 your Defauk ey > et =
ancel LCancel
x?gﬂﬂu‘ P Hep

3. Click the Config button to con- 4. Click the Encryption tab if your
figure the device settings. Setthe selected wireless device has an
Network type to Ad Hoc, then ~ enabled WEP encryption.
enterthe NetworkName (SSID)  Obtain the WEP encryption
and Channel of wireless device keys from the network
you wish to connect. Click  administrator, then enter them
Apply when done. in the Key 1 ~ 4 fields. Click

Apply when finished.

IMPORTANT! The encryption settings of the A111 card and the wireless
device must be identical to establish a connection.
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WLAN Card Settings

Status | Connection| IP Config

(ﬂ D015] 4111 B02.11b/g Wireless L& Card
Carfig Association State Connected - CA9GEABE:8277
% 581D AdHoc
Survey MAC addiess 00:0C:6E:BD F2:30
B Cuntert Channel 3
About Curent Data Riate 11 Mbps
Lot Sl Fiari State: Radio On Disable Radio

& Scan again for available wieless networks and
Bescan cornect the one that has the best signal leve!,
Ta connect to one wireless network, your
(Hiega S WLAN Card and wireless network must specify

the same 551D,

Saye as profile

Ao Samrch s Connect | ViEw the wireless networks that are vilkin range
XK Cancel = of this computer.
P Hep

WLAN Card Settings X

Statue {Connecian | 1P Config |

Throughput (bytes/sec]

Status.
& Tearsmited . | 114 Received ;| 450
g |
onl
° o Tnsmited: |0 Received: |0
=1 Connection Quaity
Survey Signal Shiength: [ . Fai (44%)
D Link Qualty B Excellent [B1%)
(i
Link State 100.
b )
&,
40,
Saue os piofie
20.
o 0. nn;
X Cancsl
7 Hel

5. Click the Status button to verify
if the A111 card is connected
to the device. If the connection
is established, the Associa-
tion State field shows “Con-
nected - XX:XXXXXXXXXX

6. Clickthe Connection tab to dis-
play the connection strength and
link quality between the A111
card and the wireless device.

A111 Wireless Card Adaptor

31

(]
Q
c
o D
= @
gw
5%
£ 5
O3
b =
o)
n




8
@
o
o
3
o
S
®
=
®
o

(2]
=2
Q
iy
(=g
(1]
=
w

Chapter 3 - Reference

Windows XP Wireless Properties

B Coirol Panel

Fle Edt wiew Fovoites Teok  Hep

O 3 e s (5 5 X 9 [
fukdcess @ Control Panel
X D W P R @

foresshilly AcHardamre  ddd o
Cptnrs R

P = O Q@ L %
Fevbard Mause mmﬁmowmsP

Adminitrative Dabe sndTine  Cisgisy  Folder Options
Tadls

> e i p
2 9 & % A 82 &«
Schedded  Soundsand  Spesch Sytem  Taskhorsnd User desounds Wirsless Link
Tasks Pracdin Dervices. Start Mermi.

1. Double-clickthe Network Connectionsiconin
the Control Panel.

2%

Wireless Metwerk Connection Status
Gererd | Suppon

Cormmction

Shatug Coniwcted
Drialieen 013813
Spesd 11 0 hibps
Signal Strenglh T outll
Sark Fecaied

&
Packats: 21157 14619

l Fropettie: [! [ izable

3. The General page will show status, duration,
speed, and signal strength. Signal strength is
represented by green bars with 5 bars meaning
excellent signal and 1 bar meaning poor
signal. Click on Properties for step 4.

Fie St View Faveites Tok Avawsd Hep @

Qu-0 1/

fides: | ) Meaworh. Comections

Folders

LAN or High-Speed Internet

- Local Area Connection - ‘Wirekess Network Connection
" o - § [Ririoefemini
B v erss L NS T  y
-

o] e comecun iz

2

2. Double-click Wireless Network Connection

]3]

-4 Wireless Network Connection Properties
Geraral | Wirdess Mleiwerks | duthenticaion | Advanced
[ Uizm Windowes be configuie my wanalass nedwork seltings:

Ta corinsct 1o an availabie nedwod, chick Conligure.

L debaut Conligue
G vcless
Pucsemnend ralworks:

Automaticalp carrect b awalzbk metwarks in the ader Ebed
babows:

L m
P vmcless

Mawe dein
[ #dd. | [ Femeve || Fropeiies |
Lzom abauk zeling up wackezs nelwork,
earbeusion

4. The Wireless Networks page will show
Available networks and Preferred networks.
Use the Add button to add the “SSID” of
available networks and set the connection
preference order with the Move up and
Move down buttons. The radio tower with
a signal icon identifies the currently con-
nected access point. Under Preferred
networks, select your wireless network and
click Properties for step 5.
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Windows XP Wireless Properties (Cont.)

[el5)

-+ Wireless Netwark Cannection Praperties

Geraral | Winedess Malworks | Sutherficebon | fdvarced

Selest thiz option 1o pravids authenticated netwark scoszs for
vz amd wainelae s ERbamal nslvied:

[¥] Ersble netied: sezac: sartial using IEEE BE2 1%

St Catel or alher Calilizate w |

Piopedias |

[w] natwendicate &5 compuber wihen compuber irloomation F avalable

EAF ype:

[ suttanticate e guast when Less o computar irfomation i
unavailable

=n

]3]

—+ Wireless Metwork Connection Properties

General| wirslers Networks | Authentication| Advaresd

[T Protect my compuier and netwsork: by fmiing o peveniing
aceass bo this computer fram the Inbemet

L mae ahout | et Corsctinn Firsviell

| Elkaw atfear retsoih: ugais 10 cofmect tnough this
compubar's Irbemes carnestion

Leam mere sbout [nieng | Connechion Sheng,

Corcsl ]

5. The Authentication page allows you to add
security settings. Read Windows help for
more information.

6. The Advanced page allows you to set fire-
wall and sharing. Read Windows help for
more information.
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Chapter 4 - Troubleshooting

4. Troubleshooting

The following troubleshooting guides provide answers to some of the
more common problems, which you may encounter while installing or
using the A111 Wireless Card Adaptor. If you encounter difficulties
that are not mentioned in this section, please contact Diamond Digital
Technical Support.

Verify if the A111 card is installed correctly.

When the A111 card setup is complete, you can verify if the driver has
been setup properly. Right click My Computer, select Properties,
click the Hardware tab and select the Device Manager button. Next,
double-click the Network adapters icon; you should see A111
802.11g Network Adaptor with an icon of an expansion card. There
should not be a “!” or “?” (problem) or “x” (disabled) symbol over this
icon.

There is a yellow exclamation mark or a yellow question mark
in Device Manager in front of my A111 card.

To resolve the problem, you should update/reinstall the A111 card
driver. In Device Manager, right click the A111 802.11g Network
Adapter, select Properties, and select Driver tab. Click on Update
Driver button, then follow the “Update Device Driver Wizard” to complete
the driver installation.

Cannot connect to any Access Points
Follow the procedure below to configure your A111 card.

a. Verify that the Network Type is in Infrastructure mode.
b. Verify that the SSID of your A111 card is set to the same SSID of
an Access Point.

c. Verify that the Encryption type is the same as that of an Access
Point. If you enabled WEP encryption, you must also set the same
WEP Keys on both sides.
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Cannot connect to a Station (A111 Card)
Follow the procedure below to configure your A111 card.

a.
b.

Verify that the Network Type is in Ad Hoc mode.
Verify that the SSID of your A111 is set to the same SSID of the
other station (or another WLAN card).

Verify that the channel of the A111 card is Auto or set to the same
channel of the other station (or another WLAN card).

. Verify that the Encryption type is the same as the other station

(or another WLAN card). If WEP encryption is enabled, you must
set the same “WEP” Keys on both stations.

Bad link quality or bad signal strength

There are two possible reasons. First is radio interference, keep the
environment around the A111 card away from microwave ovens and
large metal objects. Then try to reorient the A111 antenna. Second is
the distance, decrease the distance between your A111 card and the
Access Point or station (or another WLAN Card).

A111 Wireless Card Adaptor
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5. Glossary

Access Point (AP)

A networking device that seamlessly connects wired and wireless
networks. Access Points combined with a distributed system support
the creation of multiple radio cells that enable roaming throughout a facility.

AdHoc

A wireless network composed solely of stations within mutual
communication range of each other (no Access Point).

Basic Rate Set
This option allows you to specify the data transmission rate.

Basic Service Set (BSS)
A set of stations controlled by a single coordination function.

Broadband

A type of data transmission in which a single medium (such as cable)
carries several channels of data at once.

Channel

An instance of medium used for the purpose of passing protocol data
units that may be used simultaneously, in the same volume of space,
with other instances of medium used (on other channels) by other instances
of the same physical layer, with an acceptably low frame error ratio due
to mutual interference.

Client
A client is the desktop or mobile PC that is connected to your network.
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COFDM (for 802.11a or 802.11g)

Signal power alone is not enough to maintain 802.11b-like distances in
an 802.11a/g environment. To compensate, a new physical-layer encoding
technology was designed that departs from the traditional direct-sequence
technology being deployed today. This technology is called COFDM
(coded OFDM). COFDM was developed specifically for indoor wireless
use and offers performance much superior to that of spread-spectrum
solutions. COFDM works by breaking one high-speed data carrier into
several lower-speed subcarriers, which are then transmitted in parallel.
Each high-speed carrier is 20 MHz wide and is broken up into 52
subchannels, each approximately 300 KHz wide. COFDM uses 48 of
these subchannels for data, while the remaining four are used for error
correction. COFDM delivers higher data rates and a high degree of
multipath reflection recovery, thanks to its encoding scheme and error
correction.

Each subchannel in the COFDM implementation is about 300 KHz wide.
At the low end of the speed gradient, BPSK (binary phase shift keying) is
used to encode 125 Kbps of data per channel, resulting in a 6,000-Kbps,
or 6 Mbps, data rate. Using quadrature phase shift keying, you can double
the amount of data encoded to 250 Kbps per channel, yielding a 12-
Mbps data rate. And by using 16-level quadrature amplitude modulation
encoding 4 bits per hertz, you can achieve a data rate of 24 Mbps. The
802.11alg standard specifies that all 802.11a/g-compliant products must
support these basic data rates. The standard also lets the vendor extend
the modulation scheme beyond 24 Mbps. Remember, the more bits per
cycle (hertz) that are encoded, the more susceptible the signal will be to
interference and fading, and ultimately, the shorter the range, unless
power outputis increased.

Default Key

This option allows you to select the default WEP key. This option allows you
to use WEP keys without having to remember or write them down. The WEP
keys generated using the Pass Phrase is compatible with other WLAN products.
The Passphrase option is not as secure as manual assignment.

Device Name

Also known as DHCP client ID or network name. Sometimes provided by an
ISP when using DHCP to assign addresses.

A111 Wireless Card Adaptor
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DHCP (Dynamic Host Configuration Protocol)

This protocol allows a computer (or many computers on your network) to
be automatically assigned a single IP address from a DHCP server.

DNS Server Address (Domain Name System)

DNS allows Internet host computers to have a domain name and one or
more |IP addresses. A DNS server keeps a database of host computers and
their respective domain names and IP addresses, so that when a user
enters a domain name into the Internet browser, the user is sent to the proper
IP address. The DNS server address used by the computers on your home
network is the location of the DNS server your ISP has assigned.

DSL Modem (Digital Subscriber Line)
A DSL modem uses your existing phone lines to transmit data at high speeds.

Direct-Sequence Spread Spectrum (for 802.11b)

Spread spectrum (broadband) uses a narrowband signal to spread the
transmission over a segment of the radio frequency band or spectrum. Direct-
sequence is a spread spectrum technique where the transmitted signal is
spread over a particular frequency range.

Direct-sequence systems communicate by continuously transmitting a
redundant pattern of bits called a chipping sequence. Each bit of transmitted
data is mapped into chips and rearranged into a pseudorandom spreading
code to form the chipping sequence. The chipping sequence is combined
with a transmitted data stream to produce the output signal.

Wireless mobile clients receiving a direct-sequence transmission use the
spreading code to map the chips within the chipping sequence back into bits
to recreate the original data transmitted by the wireless device. Intercepting
and decoding a direct-sequence transmission requires a predefined
algorithm to associate the spreading code used by the transmitting wireless
device to the receiving wireless mobile client.

This algorithmiis established by IEEE 802.11b specifications. The bit redundancy within
the chipping sequence enables the receiving wireless mobile client to recreate the original
data pattern, even if bits in the chipping sequence are corrupted by interference. The
ratio of chips per bit is called the spreading ratio. A high spreading ratio increases the
resistance of the signal to interference. Alow spreading ratio increases the bandwidth
available to the user. The wireless device uses a constant chip rate of 11Mchips/s for all
datarates, but uses different modulation schemes to encode more bits per chip atthe
higher data rates. The wireless device is capable of an 11 Mbps data transmission rate,
butthe coverage areaiis less than a 1 or 2 Mbps wireless device since coverage area
decreases as bandwidth increases.
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Encryption

This provides wireless data transmissions with a level of security. This option allows
you to specify a 64-bit or a 128-bit WEP key. A64-bit encryption contains 10 hexadecimal
digits or 5 ASCII characters. A 128-bit encryption contains 26 hexadecimal digits or 13
ASCl| characters.

64-bit and 40-bit WEP keys use the same encryption method and can interoperate on
wireless networks. This lower level of WEP encryption uses a 40-bit (10 hexadecimal
digits assigned by the user) secret key and a 24-bit Initialization Vector assigned by the
device. 104-bit and 128-bit WEP keys use the same encryption method.

All wireless clients in a network must have identical WEP keys with the access
point to establish connection. Keep a record of the WEP encryption keys.

Extended Service Set (ESS)

A set of one or more interconnected basic service set (BSSs) and integrated
local area networks (LANSs) can be configured as an Extended Service Set.

ESSID (Extended Service Set Identifier)

You must have the same ESSID entered into the gateway and each of its wireless
clients. The ESSID is a unique identifier for your wireless network.

Ethernet

The most widely used LAN access method, which is defined by the IEEE
802.3 standard. Ethernet is normally a shared media LAN meaning all devices
on the network segment share total bandwidth. Ethernet networks operate at
10Mbps using CSMA/CD to run over 10-BaseT cables.

Firewall

A firewall determines which information passes in and out of a network. NAT
can create a natural firewall by hiding a local network’s IP addresses from
the Internet. A Firewall prevents anyone outside of your network from accessing
your computer and possibly damaging or viewing your files.

Gateway

Anetwork point that manages all the data traffic of your network, as well as to the
Interet and connects one network to another.

IEEE

The Institute of Electrical and Electronics Engineers. The IEEE sets standards for
networking, including Ethemet LANSs. IEEE standards ensure interoperability between
systems of the same type.
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IEEE 802.11

IEEE 802.xx is a set of specifications for LANs from the Institute of Electrical
and Electronic Engineers (IEEE). Most wired networks conform to 802.3, the
specification for CSMA/CD based Ethernet networks or 802.5, the specification
for token ring networks. 802.11 defines the standard for wireless LANs
encompassing three incompatible (non-interoperable) technologies:
Frequency Hopping Spread Spectrum (FHSS), Direct Sequence Spread
Spectrum (DSSS), and Infrared. 802.11 specifies a carrier sense media
access control and physical layer specifications for 1 and 2 Mbps wireless
LANSs.

IEEE 802.11a (54Mbits/sec)

Compared with 802.11b: The 802.11b standard was designed to operate in
the 2.4-GHz ISM (Industrial, Scientific and Medical) band using direct-
sequence spread-spectrum technology. The 802.11a standard, on the other
hand, was designed to operate in the more recently allocated 5-GHz UNII
(Unlicensed National Information Infrastructure) band. And unlike 802.11b,
the 802.11a standard departs from the traditional spread-spectrum
technology, instead using a frequency division multiplexing scheme that is
intended to be friendlier to office environments.

The 802.11a standard, which supports data rates of up to 54 Mbps, is the Fast Ethemet
analog to 802.11b, which supports data rates of up to 11 Mbps. Like Ethernetand Fast
Ethemet, 802.11b and 802.11a use anidentical MAC (Media Access Control). However,
while Fast Ethemet uses the same physical-layer encoding scheme as Ethemet (only
faster), 802.11a uses an entirely different encoding scheme, called OFDM (orthogonal
frequency division multiplexing).

The 802.11b spectrum is plagued by saturation from wireless phones,
microwave ovens and other emerging wireless technologies, such as
Bluetooth. In contrast, 802.11a spectrum is relatively free of interference.

The 802.11a standard gains some of its performance from the higher
frequencies at which it operates. The laws of information theory tie frequency,
radiated power and distance together in an inverse relationship. Thus, moving
up to the 5-GHz spectrum from 2.4 GHz will lead to shorter distances, given
the same radiated power and encoding scheme.

Compared with 802.11g: 802.11a is a standard for access points and radio
NICs that is ahead of 802.11g in the market by about six months. 802.11a
operates in the 5GHz frequency band with twelve separate non-overlapping
channels. As a result, you can have up to twelve access points set to different
channels in the same area without them interfering with each other. This
makes access point channel assignment much easier and significantly
increases the throughput the wireless LAN can deliver within a given area. In
addition, RF interference is much less likely because of the less-crowded 5
GHz band.
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IEEE 802.11b (11Mbits/sec)

In 1997, the Institute of Electrical and Electronics Engineers (IEEE) adopted the 802.11
standard for wireless devices operating in the 2.4 GHz frequency band. This standard
includes provisions for three radio technologies: direct sequence spread spectrum,
frequency hopping spread spectrum, and infrared. Devices that comply with the 802.11
standard operate at a data rate of either 1 or 2 Mbps.

In 1999, the IEEE created the 802.11b standard. 802.11b is essentially identical to the
802.11 standard except 802.11b provides for data rates of up to 11 Mbps for direct
sequence spread spectrum devices. Under 802.11b, direct sequence devices can operate
at 11 Mbps, 5.5 Mbps, 2 Mbps, or 1 Mbps. This provides interoperability with existing
802.11 direct sequence devices that operate only at 2 Mbps.

Direct sequence spread spectrum devices spread a radio signal over a range of
frequencies. The IEEE 802.11b specification allocates the 2.4 GHz frequency band
into 14 overlapping operating Channels. Each Channel corresponds to a different set of
frequencies.

IEEE 802.119g

802.11gis a new extension to 802.11b (used in majority of wireless LANs today) that
broadens 802.11b's data rates to 54 Mbps within the 2.4 GHz band using OFDM
(orthogonal frequency division multiplexing) technology. 802.11g allows backward
compatibility with 802.11b devices but only at 11 Mbps or lower, depending on the
range and presence of obstructions.

Infrastructure

A wireless network centerd about an access point. In this environment, the
access point not only provides communication with the wired network but
also mediates wireless network traffic in the immediate neighborhood.

IP (Internet Protocol)

The TCP/IP standard protocol that defines the IP datagram as the unit of
information passed across an Internet and provides the basis for
connectionless packet delivery service. IP includes the ICMP control and
error message protocol as an integral part. It provides the functional equivalent
of ISO OSI Network Services.

IP Address

An IP address is a 32-bit number that identifies each sender or receiver of information
thatis sentacross the Internet. An IP address has two parts: the identifier of a particular
network on the Intemet and an identifier of the particular device (which can be a server
or a workstation) within that network.

ISP (Internet Service Provider)

An organization that provides access to the Internet. Small ISPs provide service via
modem and ISDN while the larger ones also offer private line hookups (T1, fractional
T1, etc.).
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LAN (Local Area Network)

Acommunications network that serves users within a defined geographical area. The
benefits include the sharing of Internet access, files and equipment like printers and
storage devices. Special network cabling (10 Base-T) is often used to connect the PCs
together.

MAC Address (Media Access Control)
AMAC address is the hardware address of a device connected to a network.

NAT (Network Address Translation)

NAT masks a local network’s group of IP addresses from the external network,
allowing a local network of computers to share a single ISP account. This
process allows all of the computers on your home network to use one WAN
IP address. This will enable access to the Internet from any computer on your
home network without having to purchase more IP addresses from your ISP.

NIC (Network Interface Card)

A network adapter inserted into a computer so that the computer can be
connected to a network. It is responsible for converting data stored in the
computer to the form transmitted or received.

Packet

Abasic message unit for communication across a network. A packet usually includes
routing information, data, and sometimes error detection information.

Passphrase
The Wireless Settings utility uses an algorithm to generate four WEP keys
based on the typed combination.

PCMCIA (Personal Computer Memory Card International Association)

The Personal Computer Memory Card International Association (PCMCIA),
develops standards for PC cards, formerly known as PCMCIA cards. These
cards are available in three types, and are about the same length and width
as credit cards. However, the different width of the cards ranges in thickness
from 3.3 mm (Type I) to 5.0 mm (Type Il) to 10.5 mm (Type Ill). These cards
can be used for various functions, including memory storage, land line
modems and wireless modems.

PPP (Point-to-Point Protocol)

PPP is a protocol for communication between computers using a serial interface, typically
a personal computer connected by phone line to a server.

PPPoE (Point-to-Point Protocol over Ethernet)

Point-to-Point Protocol is a method of secure data transmission. PPP using Ethemet to
connecttoan ISP.
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Preamble

Allows you to set the preamble mode for a network to Long, Short, or Auto.
The default preamble mode is Long.

Radio Frequency (RF) Terms: GHz, MHz, Hz

The international unit for measuring frequency is Hertz (Hz), equivalent to the
older unit of cycles per second. One Megahertz (MHz) is one million Hertz.
One Gigahertz (GHz) is one billion Hertz. The standard US electrical power
frequency is 60 Hz, the AM broadcast radio frequency band is 0.55-1.6 MHz,
the FM broadcast radio frequency band is 88-108 MHz, and wireless 802.11
LANSs operate at 2.4 GHz.

SSID (Service Set Identifier)

SSID is a group name shared by every member of a wireless network. Only
client PCs with the same SSID are allowed to establish a connection. Enabling

the Response to Broadcast SSID requests option allows the device to
broadcast its SSID in a wireless network. This allows other wireless devices
to scan and establish communication with the device. Unchecking this option
hides the SSID to prevent other wireless devices from recognizing and
connecting to the device.

Station
Any device containing IEEE 802.11 wireless medium access conformity.

Subnet Mask

A subnet mask is a set of four numbers configured like an IP address. It is
used to create |P address numbers used only within a particular network.

TCP (Transmission Control Protocol)

The standard transport level protocol that provides the full duplex, stream
service on which many application protocols depend. TCP allows a process
or one machine to send a stream of data to a process on another. Software
implementing TCP usually resides in the operating system and uses the IP
to transmit information across the network.

WAN (Wide Area Network)

Asystem of LANs, connected together. A network that connects computers located in
separate areas, (i.e., different buildings, cities, countries). The Intemet is a wide area
network.

WECA (Wireless Ethernet Compatibility Alliance)

Anindustry group that certifies cross-vender interoperability and compatibility of IEEE
802.11b wireless networking products and to promote that standard for enterprise, small
business, and home environments.
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WLAN (Wireless Local Area Network)

This is a group of computers and other devices connected wirelessly in a
small area. A wireless network is referred to as LAN or WLAN.

WPA (Wi-Fi Protected Access)

Wi-Fi Protected Access (WPA) is an improved security system for 802.11. Itis
part of the 802.11i draft security standard. WPA encompasses TKIP (Temporal
Key Integrity Protocol) along with MIC (Message Integrity Check) and other
fixes to WEP such as Weak IV (Initialization Vector) filtering and Random IV
generation. TKIP uses 802.1x to deploy and change temporary keys as
opposed to static WEP keys once used in the past. It is a significant
improvement over WEP. WPA is part of a complete security solution. WPA also
requires authentication servers in enterprise security solutions.

Requirements

(1) A WPA compatible Access Point or Wireless router, (2) Operating system updates
that support WPA. In XP, an updated Windows Zero Config service is needed. Users
can download the Windows XP WPA patch here:

http://microsoft.com/downloads/details.aspx?Familyld=009D8425-CE2B-47A4-ABEC-
274845DC9E91&displaylang=en

Please note that this patch requires the installation Windows XP Service Pack 1, which
is available here:

http://www.microsoft.com/WindowsXP/pro/downloads/servicepacks/sp1/default.asp

For earlier Windows Operating systems, a WPA capable supplicant is required such
as Funk Software’s Odyssey Client.
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Service Contacts

If problems remain after checking this manual, please contact your
place of purchase or contact:

Australian Service Contacts
Visit the Customer Support section of Mitsubishi Electric Australia’s
website at:

www.mitsubishielectric.com.au

for details of your nearest Mitsubishi Electric Authorized Service Center
or contact the Service Department for your state:

New South Wales and Australian Capital Territory
348 Victoria Road

Rydalmere, NSW, 2116

Telephone: (02) 1300 651-808

Fax: (02) 9684-7684

Queensland

Unit 12, 469 Nudgee Road
Hendra, QLD, 4011
Telephone:  (07)3623-2000
Fax: (07)3630-1888

South Australia and Northern Territory
77 Port Road

Hindmarsh, SA, 5007

Telephone: (08) 8340-0444

Fax: (08) 8340-0555

Victoria and Tasmania
303 Burwood Hwy

East Burwood, VIC, 3151
Telephone: (03)9262-9899
Fax: (03) 9262-9850



Western Australia

329 Collier Road
Bassendean, WA, 6054
Telephone: (08)9377-3411
Fax: (08) 9377-3499

New Zealand

Contact: BDT New Zealand Ltd.
1 Parliament St.

Lower Hutt

Wellington

Telephone: (04) 560-9100
Fax: (04) 560-9140

Web site: www.bdt.co.nz
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